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1. Overall Description:

SA2 would like to thank SA3 for the LS FN-RG authentication and related questions.
SA2 has discussed the questions and provide replies below. 

It would also be beneficial to get BBF’s view on at least questions 4, 6 and 7 below. 

Question 1: Is Scenario 2 in TR 23.716 (FN-RG connected to 5GC via W-5GAN) still considered a valid scenario for the SA2 study on Wireless and Wireline Convergence (Rel-16), i.e. has SA2 concluded to include this scenario in the normative work? 
SA2 Reply: Yes, SA2 has included scenario 2 in the TR conclusions and plans to progress this scenario in normative rel-16 specifications in collaboration with BBF (see also LS from BBF and BBF SD-420v3 for more details).
Question 2: Is the FN-RG allowed to connect to an operator's network even though the FN-RG does not have any valid 3GPP credentials? Who makes the decision (e.g. the 3GPP operator or broadband service provider)? 

SA2 Reply: FN-RG does not have any valid 3GPP credentials and can still connect to an operator’s network. The 3GPP operator decides whether to allow FN-RGs to connect to its network. It is SA2’s assumption that the W-5GAN is trusted by the 5GC operator and that 5GC can use the Line ID provided by the W-5GAN (FAGF-C) as a trusted identifier for the subscription corresponding to the Line ID where the FN-RG is used.

Question 3: Are there any interfaces between 5GC and broadband “core network”, such as AAA server of the Broadband network, that could be relevant to security?
SA2 Reply: The only interfaces currently defined between the Broadband network (W-5GAN) and 5GC are N1, N2 and N3. In case of scenario 2 in TR 23.716, the N1 interface is assumed to be terminated in Access Network node which is acting on behalf of the FN-RG. 
Question 4: Is the authentication of the FN-RG within the remit of SA3 or BBF, or both?

SA2 Reply: It is SA2’s understanding that FN-RG itself is not authenticated but that there is an authorization of the Line ID used when connecting the FN-RG. It is SA2’s assumption that there is a chain of mutual trust between W-5GAN and 5GC based on knowing the Line ID, and that W-5GAN is a trusted entity that originates NAS on behalf of an FN-RG. SA2 would appreciate views from SA3 regarding this assumption. These aspects related to authorization are within the remit of BBF and SA3, including the trust model of scenario 2. Current SA2 agreed solution assumes that there is no need for a new 3GPP-defined authentication method.
Question 5: What is the current status of Scenario 2, including the solutions related to Scenario 2? Are there any conclusions on the solutions?
SA2 Reply: Conclusions for supporting FN-RG connecting to 5GC have been agreed in TR 23.716, clause 8. 
Question 6: Is it correct that Scenario 2 only covers the non-roaming case? 

SA2 Reply: The applicability of the roaming scenario requires further considerations since in wireline access network the wholesale model is considered, currently included in SD-420v3 clause 6.12 and 7.12 but not reflected in TR 23.716. SA2 decided that these aspects will be considered directly in normative phase. It is SA2’s understanding that discussions on roaming / wholesale models as well as subscriber identification in these cases are also under discussion in BBF. In the roaming/wholesale case, FN-RGs would only be allowed to connect to a 3GPP network if both home and visited network operator allow it.     

Question 7: What is the current status of identifiers to be used for 5GC access in the context of Wireless and Wireline Convergence in scenario 2, e.g. related to using the line id? Are there any other kind of IDs that can be used in FN-RG authentication other than the line ID?
SA2 Reply: SA2 has made a set of conclusions in TR 23.716 clause 8 on using the Line ID for scenario 2. Since Line ID is operator specific, an additional identity of the operator managing the Line ID would be needed to ensure a unique Line ID in case of roaming / wholesale scenarios (see also reply to question 6). Additionally, in order to construct the SUCI, the Home Network Identifier need to be available in the AGF.  
2. Actions:

To SA3 group.

ACTION: 
SA2 kindly asks SA3 to take the above information into account and provide feedback if applicable. 
To BBF
ACTION: 
SA2 kindly asks BBF to provide additional answers to especially Questions 4, 6 and 7 above. 
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